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¢) Summary

The PhD Thesis contributes to the deepening of knowledge in the field of business
continuity management and organizational resilience in the context of the digital economy and
Industry 4.0. Based on the specialized literature, it highlights and analyses the current
characteristics and trends regarding digital transformation and Industry 4.0 in the context of
global risks, the theoretical framework of business continuity management and organizational
resilience, the business continuity management system, and organizational resilience models
based on international standards.

The PhD Thesis starts with a comprehensive overview of the digital transformation and
industry 4.0 offering an in-depth exploration of digital transformation and Industry 4.0, focusing
on their core principles and implications, covering the fundamental aspects of the Fourth
Industrial Revolution, including its defining characteristics and its impact on the digital
economy. Key themes include the evolving nature of industry in a digital age, the benefits and

challenges of adopting these technologies, and the risks associated with global crises.



The PhD Thesis also covers a regional perspective, examining the approach to digital
transformation within the European Union and Romania. It outlines the strategic framework for
Europe’s digital decade, assesses the EU's Digital Economy and Society Index, and explores the
current state of digital economy development in Romania, particularly in relation to Industry 4.0
advancements.

Thereafter, the PhD Thesis explores the theoretical underpinnings of Business Continuity
Management (BCM) and organisational resilience, particularly in the face of global risks. An
introduction to BCM is provided, defining its concept as a comprehensive process designed to
identify and mitigate potential threats, ensuring the continuity of critical business functions
during and after disruptions. It highlights the significance of BCM in the contemporary global
landscape marked by geopolitical tensions, cyber threats, and climate change, and outlines key
components such as risk assessment, business impact analysis, strategy development, plan
documentation, training, and ongoing review.

Further on, the relationship between BCM and crisis management is examined,
emphasizing the need for agile BCM practices that allow organizations to adapt swiftly to
evolving risks. Crisis management involves proactive planning and responsive strategies to
manage unexpected events, while agile BCM introduces flexibility and continuous improvement
to traditional BCM approaches.

Organisational resilience is presented as an organization's capacity to anticipate, prepare
for, respond to, and adapt to various disruptions. Resilience extends beyond BCM by integrating
organizational culture, leadership, and strategic planning to foster long-term adaptability and
sustainability.

Thereafter, the PhD Thesis explores how Business Continuity Management Systems
(BCMS) and organizational resilience models are structured and implemented according to
international standards, specifically ISO 22301 and ISO 31000. The fundamental structure of a
BCMS is presented, including essential elements such as the business continuity policy, business
impact analysis (BIA), continuity and recovery plans, and procedures for testing and continuous
improvement.

Also, a resilience model is described that enables organizations to maintain operational
continuity in the face of disruptions. This model emphasizes the importance of flexibility and
adaptability with BCMS being viewed as a fundamental tool for achieving robust organizational
resilience.

The interdependence between risk management and BCMS is discussed, highlighting the
importance of integrating these systems for a comprehensive approach to business continuity.

The criteria and methods used to assess the maturity of a BCMS are discussed, providing a basis
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for continuous improvement. Various maturity models used to measure and compare the level of
development of a BCMS within organizations are also presented.

To continue with, the PhD Thesis provides a detailed examination of Business continuity
management in relation to organisational resilience with a research aimed to investigate the
connections between business continuity management, information security, and organisational
resilience.

The methods used include reviewing relevant literature and analysing correlations
between key terms using VOSviewer software, which helps visualize correlation networks
between different concepts. The study reveals a strong interdependence between Business
Continuity Management, Information Security, and Organisational Resilience, indicating that
effective business continuity management and information security significantly contribute to
enhancing organisational resilience.

Thereafter the PhD Thesis focuses on a Study on business continuity maturity in
connection with the requirements of international standards to focus primarily on approaches to
Business Continuity Maturity models illustrating maturity models tailored for business
continuity, where each phase builds upon the previous one. The application of business
continuity KPIs across maturity levels is also analysed.

Proposals for evaluating BCMS maturity levels based on the analysis, methodologies and
tools are introduced for a more effective evaluation of BCMS maturity. These proposals aim to
improve the evaluation process to ensure better alignment and compliance with international
requirements.

An important contribution of the PhD Thesis is the design and implementation of an
integrated business continuity and risk management system to improve organizational resilience,
with a focus on an organization in the energy sector. This system helps organizations identify,
assess, and manage risks in a coordinated and efficient manner, ensuring the continuity of
essential operations even in the face of crises.

The proposed methodology included several essential stages: Initial Diagnosis Analysis,
Policy Establishment, Process Identification, Identification of Legal Requirements, Monitoring,
Analysis, and Evaluation, Audit.

The proposed documentation included Policy and Objectives, Integrated Management
System Manual and System Procedures.

The implementation of the Integrated Business Management System generated multiple
effects not only on Customer and Other Stakeholder Satisfaction but also on Process

Performance Indicators and the Organization's Financial Indicators.



In conclusion, the PhD Thesis highlights the transformative impact of digital
technologies and the importance of BCM and organizational resilience in in the context of global
risks. The integration of BCM with risk management, supported by international standards,
enhances an organization's ability to withstand and recover from disruptions.

The studies and methodologies proposed contribute improved insights into the
effectiveness and continuous improvement of BCM systems, with a focus on practical

implementation and the benefits of a structured approach.
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